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1. Background

This user guide contains instructions for TTB users to operate from a remote location and provide continued service to the public in any of the following scenarios:
· Scheduled flex time
· Snow or other weather-related emergencies

· Travel for work-related purposes
2. who should use this manual

This manual is for TTB users who work from a remote location and need connection to the TTB network using available resources.

3. what you need to connect to the ttb network from a remote location

You need the following items to connect to the TTB network from a remote location:

· A TTB-issued computer (laptop or desktop), or a non-TTB computer such as your personal home computer
· Access to the Internet or Internet connection

· RSA device

If you have never been issued a RSA device, you may request one by sending an e-mail to the Help Desk at ttb.helpdesk@ttb.gov or by calling (202) 453-2100 or 1-866-240-0835. Include in your request the following information:

· Name of the user to whom the RSA device is being issued to

· Location of the user where the RSA device is to be shipped

Note: Once you receive your RSA device see Section 4 of this guide to learn how to configure the device before you use it.
4. configure your RSA device for Remote connection to the ttb network (first time use of the rsa device)
For secure remote access to the TTB network, you must have a RSA device to be able to connect to the network if you are working from a remote location.  If you are using your RSA device for the first time, it will have to be configured outside of the TTB network before you can use it.  You may configure your RSA device from either of the following: 
· VPN from your TTB computer
· Web browser from your personal computer
4.1. Use the VPN to Configure your RSA device (from the TTB Computer)
To configure your RSA device from your TTB computer perform the following steps:
1. From the TTB computer Windows Desktop, click on the Remote Access folder.
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2. Click on Cisco SSL VPN.
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3. From the drop-down list, select HQ (Headquarters or East Coast) or NRC (or West of Cincinnati), depending where you work.
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4. Provide your domain credentials. Enter your TTB domain username and your RSA device Tokencode number (displayed on your RSA device) to start user authentication.
5. Click Connect.
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6. You should now see the screen below. PIN Option: select create your own new PIN from the drop-down list.
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7. Enter New PIN.  The PIN number must contain 4 to 8 digits, but one that is easy to remember. Do not use your birthdate, street address, phone number, or other number that is easily available to the public. Verify the PIN then click Continue.
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8. In the Passcode field, type the PIN + TokenCode. Displayed on your RSA device (note that the Tokencode changes every 60 seconds; it recommended that you use a fresh Tokencode). For example, if your PIN is 1234, and the newest Passcode displayed is 876543, you would enter the following: 1234876543. There are no spaces.
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9. Login with domain credentials. Enter your TTB domain username and your PIN + the Token (the numbers displayed on your RSA device). Click Connect.
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10. Finish the setup. After your PIN has been successfully configured, you should see the banner that is displayed below. Please read this in its entirety, and then click Accept to complete the process. You will need to provide your PIN and Tokencode combination from now on in order to log into the VPN.
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This should complete the RSA device set up for Cisco AnyConnect.  From here on, when you go to the Remote Access Folder>Cisco SSL VPN, you will use your username and the RSA password (PIN + Passcode) you just created.

4.2. Use your Web Browser to Configure the RSA Device (from your Personal Computer)
You may use your personal computer’s web browser to configure your RSA device by following these steps:
11.  Open Internet Explorer. In the address field, type https://hqcitrix.ttb.gov for HQ users and https://nrccitrix.ttb.gov for NRC users.
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You will get the following screen:
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Provide your domain credentials. Enter your TTB domain username and your Token code (the numbers displayed on your RSA device) in the entry fields to start the user authentication process. Click Log on and you will get the following screen:

12. Enter New PIN. The PIN number must contain 4 to 8 digits, but one that is easy to remember. Do not use your birthdate, street address, phone number, or other number that is easily available to the public. Click Log on.
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13. Wait for the RSA token code to refresh.

14. Provide your Domain credentials. Enter your usual TTB account username and In the Passcode field, type the PIN + Tokencode. (Note that the Token code changes every 60 seconds). For example, if your PIN is 1234, and the newest Passcode displayed is 876543, you would enter the following: 1234876543. There are no spaces.
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If successful you will see the following:
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This should complete the RSA PIN set up for the web client.  

5. connect remotely to the TTB Network (from the TTB Computer)

From a remote location, connect your TTB computer to the TTB network and access its applications. You must have Internet Connectivity and your RSA device to be able to connect remotely to the TTB network. 
15. Power up your TTB computer.

16. At the Pointsec logon screen, type in your domain username and password and click OK. 
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17. At the next screen, press CTRL+ALT+DELETE. 

18. Click on the Switch User button.
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19. Click on the network logon button located on the bottom right-hand of your screen.
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20. At the Cisco AnyConnect VPN Client screen, enter your username and your RSA Passcode (this is your 4-digit PIN + the RSA Authentication code on your RSA device (no spaces). Note that the Token code changes every 60 seconds. It is recommended that you wait for a fresh Token code to appear and use it with your PIN.

21. In the Connect to field, click on the drop-down list and select HQ if you work from HQ or the East Coast; select NRC if you work from NRC or West of Cincinnati. Enter your PIN and passcode in the Passcode text field of the Cisco AnyConnect VPN Client screen.

22. Click Connect to start the VPN connection.
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Note: If the connection fails, double-check your internet connectivity by unplugging your modem for about 10 seconds and then plugging it back in. Reboot your computer and repeat the procedure to connect to the VPN.
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23.  Once you see the Disconnect button (on the bottom-right hand of the screen), this means you are connected to the TTB network. Click Other User and proceed to log on to Windows.
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6. Connect Remotely to the TTB Network (from your Personal Computer)
Another way to connect remotely is over the Internet using the Web Client. This login option allows you to use a non-TTB computer such your personal computer at home, to log on to the TTB network. You would still need to use your RSA device to connect to the network.

Note: You can only access the shared or network drives, not your computer’s local drive. You can print to a TTB network printer but not from your own (or home) printer.

24. Power up your personal computer.

25. Open the Internet Explorer browser. 
26. Enter one of the following addresses in the address field:

https://hqcitrix.ttb.gov (HQ users) or https://nrccitrix.ttb.gov (NRC). Press the Enter key. The Citrix Logon screen appears.
27. Go to the Internet Explorer Menu bar, select Tools>Internet Options. The Internet Options dialog appears. 
28. Select the Security tab.
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29. Select Trusted Sites and then select the Sites button. The Trusted sites dialog appears.
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If the Add field is empty, enter either https://hqcitrix.ttb.gov (HQ users) or https://nrccitrix.ttb.gov (NRC users).
30. Click on the Add button. The Citrix Access Gateway (CAG) web page is added to the trusted sites list.
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31. Click the Close button. The Trusted Sites dialog closes and you return to the Internet Options.
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32. Click the OK button. The Internet Options dialog closes. The web page shows [image: image26.png]+/ Trusted sites



 instead of [image: image27.png]€ Internet



 at the bottom of the status bar.
33. Enter your username in the User name field.

34. Enter your RSA PIN + Passcode in the Password field. Be aware that the RSA authentication code changes every 60 seconds. It is recommended that you wait for a fresh authentication code to appear on your RSA device then use it in combination with your PIN.
35. Select the Log On button.
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36. At the next Web Interface, enter your domain username and password.
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Please log in

To log in, enter the credentials required, and then click Log In.

1f you do not know your log in information, please contact your help desk or system administrator.

Message Center

The Message Center displays any information or error messages that may occur.

0 1f you wish to use the latest Citrix Presentation Server Client, you can install it. After installation, you must restart your browser.

Click Here to Download the Latest ICA Web Client

Other clients are available from the Citrix client download site





Note: For first time users, download the latest version of the ICA Web Client. This is a one-time installation process.
37. Select the “Click Here to Download the Latest ICA Web Client” link in the Message Center.
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The File Download - Security Warning dialog appears.

38. Select the Run button.
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 The CitrixOnlinePluginWeb.exe is saved to a temporary folder on your hard drive.  The Internet Explorer - Security Warning dialog displays.
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39. Select the Run button. The Citrix Online Web Plug-in executes.
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40. Click on the OK button to close the Citrix Online Plug-in Installation window.
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41. Close the Internet Explorer browser after the Citrix Online Web Plug-in is executed then log back in.
42. Double-click on the Internet Explorer browser icon on your Windows desktop. 

43. Enter one of the following addresses in the address field:

https://hqcitrix.ttb.gov (East Coast and HQ users)

OR

https://nrccitrix.ttb.gov (NRC users and users west of Cincinnati)

44. Press the Enter key. The logon page appears.
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45. Enter your user name in the User name text entry field.

46. Enter your RSA PIN + Passcode in the Password text entry field.
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47. Select the Log On button. The Web Interface Log In page appears.
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48. Enter your user name in the User name text entry field.

49. Enter your network password in the Password text entry field.
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50. Select the Log In button. The Applications folders display on the left-hand side of the web page.
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51. Follow the steps below to launch an application. 

Note: You may need to disable the Pop-up Blocker before launching an application so as not to block the launching of the application. On the Web page, click Tools, select Internet Options, click the Privacy Tab, and uncheck the Turn on Pop-up Blocker box.
6.1. How to Launch an Application 
Follow these steps to launch an application after logging in:
52. Select the Application folder to display the Citrix applications in the folder.
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53. Select an application. The Information Bar dialog displays.
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54. Select the Close button in the Information Bar dialog. The Information Bar dialog closes.

55. Right-click on the yellow area below the Citrix Access Platform Tab and select Download File.
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56. Select an application.  
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The Web Client establishes the connection.  The TTB System Usage Warning dialog displays.
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57. Select the OK button. The Citrix application is launched after the connection is established.
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7. how to Access your Office Phone Remotely (from the TTB Computer)
The Softphone (also known as Cisco IP Communicator) in your office allows you to manage calls through your Windows Desktop on your TTB computer. The phone features available on your VoIP office phone are accessible through IP Communicator.

7.1. Launch SoftPhone
58. Double-click on the Cisco IP Communicator icon [image: image48.png]


 on your Windows Desktop or select the Start button and select All Programs > Cisco IP Communicator > Cisco IP Communicator.
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The IP Communicator console displays on your Windows Desktop. 
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7.2. Receive Calls in SoftPhone
59. Select the pop-up dialog that displays above your system tray to answer the call through IP Communicator.
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The IP Communicator console displays the call information.
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►Note: You must have your headset configured and the headset button selected in order to answer a call through your softphone. (Softphone Setup Quick Reference Guide) 
►Note: Select the [image: image53.png]


 icon in the pop-up dialog to ignore the call.
7.3. Exit, Show, or Hide SoftPhone
The IP Communicator icon [image: image54.png]


 displays in the system tray when soft phone is running. You may select the Close icon [image: image55.png]


 on the console to hide the IP Communicator console, but it will still be running.
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60. Right-click on the icon to exit, show, or hide IP Communicator.
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7.4. Forward Calls from your office phone
7.5. Forward Incoming Calls to Another Number
Follow these steps to forward incoming calls to another number:

61. Press the CFwdALL soft key.

62. Enter the phone number you wish to forward calls to.

7.6. Forward Calls to Voice Mail
Follow these steps to forward incoming calls to your voice mail:

63. Press the CFwdALL soft key.

64. Press the Messages button.

7.7. Turn Off Call Forwarding
Follow these steps to turn off call forwarding:

65. Press the CFwdALL soft key.

8. technical support and self help

The TTB Help Desk acts as the first-line support for the TTB user community. Operating from 7:00 a.m. to 8:00 p.m. Monday to Friday, the Technical Support staff provides technical assistance ranging from password resets, software and hardware support. You may contact a Technical Support Analyst on the phone by calling 1-866-240-0835 or 202-435-2100. You may also send an email to ttb.helpdesk@ttb.gov and describe your problem. 
A lot of self help topics contained in this guide may be found in the Help Desk site in SharePoint (http://hqsharepoint/OCIO/INFR/HD).

To get to the Help Desk Tips and Tricks site from the TTBWeb Homepage:

66. Go to the TTBWeb Homepage (http://ttbweb/) and click on Help Desk.
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67. Click on any of the Tips and Tricks links to get to the information you are looking for. The Reference Document Links in the lower section of the page will take you to the user guides and other reference manuals.
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