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1.0 General  

The purpose of this document provides governance for the acceptable use of HUD OIG 
information technology (IT) systems and resources by OIG employees, contractors, vendors, and 
others. OIG IT resources and data are the property of the Federal Government and must be 
protected. Any user who is found to have violated any HUD OIG policy may be subject to 
disciplinary action as stated in OIGM 1752, Disciplinary and Adverse Actions.  

Your access to computing resources indicates a level of trust given to you by HUD OIG 
management. The Rules of Behavior presented in this document highlight requirements from 
several laws, policies, and best practices. The Rules of Behavior establish expected and 
acceptable computing behaviors. Because written guidance cannot cover every contingency, 
users are also expected to use sound judgment and the highest ethical standards in their decision-
making. Users must be aware of and acknowledge their actions and responsibilities when using 
OIG IT resources in accordance with the Rules of Behavior.  

The Rules of Behavior do not replace existing OIG security policies or directives. Rather, they 
supplement and further articulate existing security policies and practices and are consistent with 
the following OIG manual chapters:  

• OIGM CHAPTER 1054, OIG Office Automation 
• OIGM CHAPTER 1054.1, Information Technology Security Policy 
• OIGM CHAPTER 1054.2, Breach Notification Response Plan 
• OIGM CHAPTER 1054.3, Internet Use and Web Monitoring Policy 
• OIGM CHAPTER 1083, Standards of Conduct and Other Requirements 
• OIGM CHAPTER 1120, Personal Property Management 
• OIGM CHAPTER 1611, Telework Program 
• OIGM CHAPTER 1731, Personnel Security and Suitability 
• OIGM CHAPTER 1752, Disciplinary and Adverse Actions 
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2.0 Email Use  

HUD OIG uses email to perform government business. Users are entrusted to use this resource to 
perform their duties.  As an authorized OIG IT user, you shall:  

a. Limit personal use of the HUD OIG email system to non-work time, with the 
understanding that use of the HUD OIG email system forms a formal government public 
record to which there is no expectation of privacy or confidentiality; 

b. Not use a HUD OIG email address for anything other than official business; 
c. Report virus or other malware warnings immediately to the Help Desk (End User 

Services (EUS)), with the understanding that this may result in the suspension of your 
access to the HUD OIG network until the virus or malware can be removed or corrected, 
to protect the rest of the HUD OIG network; 

d. Report any suspicious email to the Help Desk;  
e. Not forward HUD OIG business email to personal accounts;  
f. Not forward virus or other malware warnings;  
g. Not intentionally or negligently cause the propagation of viruses, Trojan horses, or other 

malicious software;  
h. Not use the OIG Email system for the creation or distribution of any disruptive or 

offensive messages, including offensive comments about race, gender, hair color (e.g., 
“blonde jokes”), disabilities, age, sexual orientation, pornography, religious beliefs and 
practice, political beliefs, or national origin; and  

i. Not open attached files with the extensions .ade, .adp, .bas, .bat, .chm, .cmd, .com, .cpl, 
.crt, .exe, .hta, .ins, .isp, mda, .mde, .mdz, .msc, .msi, .msp, .mst, ocx, .pcd, .pif, .reg, .sct, 
and .shs, vb, .vbe, .vbs, .wsc, .wsh, .wsf, .pif, .scr, .reg, .js, and jse to limit the spread of 
various viruses and worms.  

3.0 User Identification (UserID) and Password Usage  

Authentication is the process of verifying the identity of a user, usually as a prerequisite for 
granting access to resources in an IT system. As an authorized OIG IT user, you shall:  

a. Immediately call the OIG Help Desk to have a password changed should it become 
compromised;  

b. Commit passwords to memory;  
c. Use only passwords that conform to the HUD OIG standard;  
d. Not share your password; and 
e. Not ask anyone else for his/her password.  
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4.0 Access  

4.1. System Access 
Access is the ability to use any OIG IT resource for which you have official authorization. As an 
authorized OIG IT user, you shall: 

a. Abide by the established guidelines for passwords, user authentication, and physical 
security procedures;  

b. Refrain from bypassing any encryption method, authentication method, or physical 
security measure in any way;   

c. Report all unauthorized access to OIG data and IT resources to the Help Desk during 
duty hours or to the OIG Duty Officer during non-duty hours;  

d. Not attempt to gain access to OIG IT resources with personally owned IT equipment; and 
e. Not give information to individuals who do not have a need to know or the authority to 

access OIG data or IT resources.  

4.2. Internet Access 
Users must act in accordance with OIGM 1054.3, Internet Use and Web Monitoring Policy. As 
an authorized OIG IT user, you shall:   

a. Access the Internet only through an approved HUD OIG connection at an OIG Facility or 
through the HUD OIG virtual private network (VPN); 

b. Limit personal Internet browsing,  remembering that all Internet access is logged and that 
there is no right to privacy or confidentiality;  

c. Not visit websites that promote, display, discuss, share, or distribute hateful, racist, 
obscene, pornographic, or illegal activity or any similar type of behavior;  

d. Not post to social networking sites such as Facebook, or LinkedIn;  
e. Not use the OIG IT resources to manage, run, supervise, or conduct personal business 

enterprises;  
f. Not use OIG IT resources for harassment of any kind; and 
g. Not use OIG IT resources for anything that limits productivity or causes service 

interruptions.  

4.3. Remote Access  
Remote access is considered access of OIG resources from a location not under the direct control 
of OIG; this includes “telework.” As an authorized OIG IT user, you shall:  

a. Connect OIG-issued equipment only through the approved OIG VPN. All access to 
outside resources, such as the Internet, shall be through the OIG VPN connection; 

b. Use only OIG-issued laptops, workstations, and personal electronic devices (PEDs) to 
access OIG IT resources; the only exception is Lotus Notes’ webmail;  

c. Use only the OIG VPN when remotely accessing OIG IT resources; and  
d. Secure mobile/portable information technology resources (e.g., laptops, PEDs, thumb 

drives, etc.) when not in use.  
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4.4. Wireless Access 
As an authorized HUD OIG IT user, you shall:  

a. Connect only authorized wireless devices to HUD OIG IT resources (e.g., issued wireless 
devices, wireless devices from the approved hardware list);  

b. Use only the HUD OIG-approved VPN client when connecting via the wireless access 
point;  

c. Disable the wireless function while connected to the HUD OIG network or to IT 
resources at an OIG facility; and  

d. Not connect to HUD OIG IT resources using Bluetooth or infrared technology.  

5.0 Hardware and Software  

As an authorized HUD OIG IT user, you shall:  

a. Protect computer equipment (desktop personal computers (PCs) and notebook PCs) and 
electronic media (floppy disks, Zip disks and CD ROMs, thumb/flash drives) from 
damage, abuse, and unauthorized use; 

b. Not install unauthorized hardware/software/firmware;  
c. Not make unauthorized configuration changes;  
d. Not connect non-HUD OIG-owned equipment to the HUD OIG network or HUD OIG IT 

resources; and 
e. Not participate in the unlawful acquisition, use, reproduction, transmission, and/or 

distribution of computer software or other material protected by copyright laws, 
trademarks, or other intellectual property rights.  

6.0 Video Teleconference and IM capabilities 

As an authorized HUD OIG IT user, you shall:  
 

a. Use the equipment as designed. Not alter the equipment or configuration; it is critical that 
the configuration be used as furnished, e.g., Roundtable camera(s) coupled to the 
laptop(s) provided.  

b. Request the use of additional equipment via the MAC Add process in order to ensure 
interoperability and compliance with OIG network security policies.  

c. Not use unauthorized, non-standard, or unapproved IM technology (ie Yahoo, MSN, 
Gtalk, Skype etc).  

d. Only use the videoconferencing service for business use and meetings that help HUD-
OIG conduct its day-to-day business and fulfill its missions.  

e. Follow OIG Policies, Federal Laws and Regulations when handling IM and video 
conference records.  

f. Respect license and other agreements for videoconferencing and instant messaging 
services. No commercial gain by staff will be authorized.  

g. Not send or share confidential business information over IM.  
h. Not publish another user message(s) or attachment(s).  
i. Use the IM tool solely for convenience, all official and business related communications 

must be in email or via telephone.  
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7.0 Personal Use  

OIG Manual Chapter 1054, Office Automation, discusses those personal IT activities that are 
prohibited or limited. Limited personal use activity is permitted if it is determined that such 
communication:  

a. Does not adversely affect the performance of official duties;  
b. Is of reasonable duration and frequency; 
c. Does not put Federal government telecommunication systems to uses that would reflect 

adversely on the HUD OIG (nonapproved activities include those that are illegal, 
inappropriate, or offensive to fellow employees, partners, contractors, or the public); and 

d. Is subject to monitoring HUD-OIG reserves the right to monitor and/or record the audio, 
video, text and data of the systems the user has no right to privacy or confidentiality.  

 

8.0 Personally Identifiable Information (PII)  

Personally Identifiable Information (PII) is information that could be used to distinguish or trace 
an individual’s identity. Sensitive Data is any information that, through loss, unauthorized 
access, or modification, could adversely affect the National Interest, the conduct of Federal 
programs, or the privacy of individuals (which is protected under the Privacy Act), but that has 
not been specifically authorized (under criteria established by an Executive Order or an Act of 
Congress) to be kept secret.  

In keeping with OIGM 1054, Office Automation, OIG users are required to process, store, and 
transfer PII and Sensitive Data in a secure manner. As an authorized OIG IT user, you shall:   

a. Use PII only in ways applicable to the user’s job, using methods to protect an individual's 
privacy;  

b. Encrypt all PII and Sensitive Data stored on any equipment, including but not limited to  
external hard drives, PEDs, compact disks, and thumb/flash drives;  

c. Not store, process, transmit, and/or transfer PII and/or Sensitive Data on or to non-OIG 
IT resources (e.g., forwarding to a non-OIG email account, emailing data to other 
investigative services, etc.) unless an approved encryption method is used and the 
transaction is documented/logged with the user’s immediate supervisor;  

d. Not improperly alter or destroy PII or Sensitive Data; and  
e. Not use PII or Sensitive Data in ways that are incompatible with the intended use.  

Likewise, in accordance with OIGM 1054.2, Breach Notification Response Plan, immediately 
report all security breaches involving PII and Sensitive Data to the Desk Officer.  

9.0 Disciplinary Actions  

All staff (including contractors) with access to or use of OIG IT resources shall follow the Rules 
of Behavior contained in this document. Users are accountable for their actions and responsible 
for information security. Failure to follow these Rules of Behavior may result in disciplinary 
action. At the discretion of OIG management, the penalty for noncompliance could include, but 
is not limited to: verbal or written warning; removal of system access; reassignment to other 
duties; demotion, suspension, or termination; and possible criminal and/or civil prosecution. 
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Appendix A, Acknowledgment Statement 

I acknowledge that I have read the Rules of Behavior Version 4.0, dated March 2010. I further 
state that I understand the information contained therein, and I will comply with the guidance 
and policy provided. I understand that I have no expectation of privacy when using HUD OIG 
resources (to include laptops, equipment, and networks) and that HUD OIG reserves the right to 
monitor all activity and collect information for system maintenance, validation, legal or any 
other lawful purposes without notifying me. I understand that failure to comply with these rules 
could result in verbal or written reprimands, removal of system access, reassignment to other 
duties, criminal and/or civil prosecution, and/or termination of employment.  
 
 
 
User Name (printed): __________________________________________________________ 
 

 

 

__________________________________________ ______________________________ 
User Signature  Date 
 


